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Adrian Lamo started early. He dates his first “hack” (an especially clever computer use) 
to grade school—a tricky technique to double-write an old disk on the computer he 
had when he was 8. (Double-writing was a neat trick that allowed users to store twice 
as much information.) By 18, Adrian was on his own and making quite a name in the 
hacker community. 

Adrian’s specialty was breaking into the computer networks of top American 
 companies. Dubbed the “helpful hacker” by the media, Adrian didn’t take advantage 
of these break-ins. Instead, he reported his 
exploits to the network administrators of 
his victims and often the press. 

By 2001, when he was still only 20, 
Adrian told a Security Focus reporter 
that his major problem was, “I’m run-
ning out of major U.S. corporations.” 
Sadly, that really wasn’t his only 
problem. 

When the New York Times fell victim 
to Adrian’s skill, they didn’t say, 
“Thanks!” They pressed charges. 
Eventually, Adrian was sentenced to  
2 years probation and ordered to pay 
restitution of over $64,000. Having faced up 
to 5 years behind bars, he got off easy. 

Except where otherwise noted, content in this publication is licensed under the Creative  
Commons Attribution-Noncommercial-No Derivative Works 3.0 United States License, available  
at http://creative commons.org/licenses/by-sa/3.0/us/legalcode
ISBN 978-0-615-37366-9
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Like Adrian, many hackers don’t really expect to be prosecuted. Others just don’t 
expect to be caught. The types and intentions of hackers have been changing. In 
the past, hackers defaced Websites simply because it was considered “cool.” Today, 
hackers are financially and even politically motivated. In this chapter, you’ll learn 
about the types of hackers and the tools that hackers use. We’ll also discuss how 
you can learn more about security issues and careers in computer security.

4.1 Hackers 
Many teens put their computer skills to use in hacking games—prowling the  
Internet for shortcuts and ways to “cheat” their favorite computer games. 

While people use the same term, hacking computers is MUCH different than 
 hacking games. Hacking a game by using a cheat is something many gamers do. 
Hacking a computer without authorization of the owner is a crime. Don’t think 
it’s cool simply because Hollywood puts a glamorous spin on it. Consider Jeffrey 
Lee Parson, an 18-year-old Minnesota teen arrested for releasing a variation on 
the Blaster worm. While Parson’s goal was to make a name for himself as a pro-
grammer, what he got was a criminal record and 18 months in prison. Juju Jiang 
of Queens, New York was sentenced to 27 months for installing keyboard loggers 
at a Kinko’s copy center and using the passwords logged to access victim’s bank 
accounts. The convictions continue, and the sentences are becoming more serious. 
Brian Salcedo was a teenager when he broke into Lowe’s computers and installed 
software to steal customers’ credit card numbers, but he still got 9 years.

While early hackers (particularly teens), got off relatively easy, that trend is turning 
as the public becomes more aware of the actual costs of computer crime. Lawmak-
ers have also tightened up statutes to include computer crimes. As one prosecutor, 
U.S. Attorney John McKay said, “Let there be no mistake about it, cyber-hacking 
is a crime.”

4.1.1 What Is A Hacker? 
In general usage, a hacker is someone who breaks into someone else’s computer 
system or personal files without permission. 
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Hacker A programmer who breaks into someone else’s computer system or data with-
out permission.

Some experts like to use the term cracker instead, like a safe cracker, because 
hacker can also have other meanings. A small number of programmers like to call 
themselves hackers and claim that hacking is just coming up with especially clever 
programming techniques. There’s some truth to this, but once Hollywood got hold 
of the term hacker, they didn’t let go. 

So long as the general public thinks of hackers as computer vandals and criminals, 
there’s not much use trying to redefine the word. For this reason, when we talk 
about people who break into computer systems in this book, we’ll be calling them 
hackers and not crackers.

In the early years, most hackers were computer geeks—usually computer science 
students—and often fit the profile of brilliant loners seeking to make a name for 
themselves. But don’t forget that not all hackers have talent. Script kiddies are 
low-talent hackers (often immature teens) who use easy well-known techniques to 
exploit Internet security vulnerabilities. Hackers come from all walks of life. Some 
hackers are still computer science students. Others are former employees trying to 
get even with a company they feel wronged them. Still others are part of organized 
crime rings. 

A current fear among law enforcement agencies is the emergence of cyber-

 terrorists. In our post-9/11 world, governments are beginning to realize just how 
much damage could be done to world economies if one or more outlaw groups 
were to fly the technological equivalent of a jet plane into the information highway. 
This was a major fear in the initial hours of the Code Red outbreak which targeted 
the official White House website. In theory, a cyber-terrorist could cause substan-
tial damage by shutting down the world economy (literally crashing the computers 
that run the world’s financial markets), or—more likely—by attacking infrastruc-
ture by attacking the computers that run our heating systems, power plants, hos-
pitals, water purification systems, etc. When you consider just how technologically 
dependent most first-world nations are, the possibilities for disaster become nearly 
endless.
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Cyber-terrorist A hacker or malware writer who uses a virus, worm, or coordinated 
computer attack to commit an act of terrorism against a political adversary.

While the Internet has yet to fend off a major terrorist attack, the potential for 
damage is staggering. Both the U.S. Department of Homeland Security (DHS) 
and the Federal Emergency Management Agency (FEMA) recognize this threat. 
Currently, FEMA and DHS have teamed up in the Cyberterrorism Defense Initia-
tive (CDI), providing free counterterrorism training to those people who provide 
and protect our national infrastructure. Classes are free to qualified personnel in 
government, law enforcement, firefighting, public utilities, public safety and health, 
emergency medical services, and colleges and universities. Clearly, cyber terrorism 
will remain a serious threat for the foreseeable future.

4.1.2 Black Hats, White Hats, and Gray Hats
When it comes to security, there are good guys, bad guys, and another set of guys 
who live halfway in between. These are usually called black hats, white hats, and 
gray hats, respectively. Since there are an awful lot of shades of gray, it’s not always 
as easy as you’d think to tell the difference. 

White hats

“White hats” is the name used for security experts. While they often use the same 
tools and techniques as the black hats, they do so in order to foil the bad guys. 
That is, they use those tools for ethical hacking and computer forensics. Ethical 

hacking is the process of using security tools to test and improve security (rather 
than to break it!). Computer forensics is the process of collecting evidence 
needed to identify and convict computer criminals. 

Black hats

Obviously, the “black hats” are the bad guys. These are the people who create and 
send viruses and worms, break into computer systems, steal data, shut down net-
works, and basically commit electronic crimes. We talk about black hats at several 
points in this book. Black hats and malware writers are not considered the same 
thing in the security community—even though they are both breaking the law.

Ethical hacking Using security tools to find security holes and to test and improve 
security.
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Some white hats work for computer security firms. This includes firms that defend 
companies from computer attacks as well as companies that help victims of com-
puter crime to successfully prosecute the perpetrators. One such company, Ameri-
can Data Recovery (ADR), even provides an expert witness program. Computer 
Evidence, Ltd., takes an international approach to cybercrime, having offices in 
Europe, the U.S., Asia, South America, and the Middle East. Given the rise in com-
puter crimes, computer forensics has become a quickly growing career option 
for serious programmers. Other white hats are specialty programmers employed 
by major companies and organizations. The job of those white hats is to close up 
security holes to protect their employers from the black hats.

Computer forensics The process of collecting digital evidence needed to identify and 
convict computer criminals. 

Gray hats

Gray hats sit in the middle of the fence because sometimes they cross that ethical 
line (or more often, define it differently). For example, gray hats will break into 
a company’s computer system just to wander around and see what’s there. They 
think that simply because they don’t damage any data, they’re not committing a 
crime. Then they go and apply for jobs as security consultants for large corpora-
tions. They justify their earlier break-in’s as some sort of computer security train-
ing. Many really believe that they’re providing a public service by letting compa-
nies know that their computers are at risk. 

Hats for All!

Want a view of all the hats in one room? Try DEFCON. Each July, hackers of all stripes 
and sizes make their way to Las Vegas for the meeting that bills itself as “the largest 
underground hacking event in the world.” 

Even teens who can pony up the registration fee are welcome to the event that PC 
World dubbed “School for Hackers”—an extravaganza of hacking tips, hacker news, 
book signings, and more. Of course, the good guys also show up. So often that “Spot 
the FED” has become a popular conference game!
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The problem is that no matter how you look at it, a break-in is still a break-in. 
How would you feel if some neighborhood kids broke into your home and went 
through all your things just to show you that your house wasn’t secure? Wouldn’t 
you feel violated, even if they didn’t break or steal anything? More importantly, 
would you hire those same kids to watch your house? Or, would you assume they 
were a little short in the ethics department?

4.2 Hackers Want Your PC
You might be thinking that hackers don’t care about your computer, but they do. 
Hackers want access to your system for many different reasons. In Chapter 2, 
Know Your Villains, we talked about “bot” networks and armies of “bot” net-
works. Once your system is compromised and connected into one of these armies, 
some hackers sell your system’s name on a list of compromised PCs. Remember, 
once a hacker breaks in and plants a Trojan, the door is open for anyone to return. 
The hackers know this and are making money off of it. They know it’s easy to hide 
and very difficult to track them back once they own your PC.

Overall, the Internet is an easy place to hide. Compromised computers around the 
world have helped to make hiding simple. It is easy to find the last IP address 
from where an attack was launched, but hackers hop from many unsecured sys-
tems to hide their location before they launch attacks. 

IP address A unique address that identifies where a computer is connected to the 
Internet. Every computer, even yours if you’re using broadband access, has an Internet 
protocol (IP) address.

Over the past four years, most cyber attacks have been launched from computers 
within the United States. However, this doesn’t mean that systems in the United 
States are the original source of the attack. A hacker in Russia could actually use 
your computer to launch a denial of service (DoS) attack. To all the world, it might 
even look as if you started the attack because the hacker has hidden his tracks so 
that only the last “hop” can be traced.
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4.3 Hacker Tools 
In the old days, hackers would pass around tools in the underground. Today, hack-
ers offer free tools all over the Internet. For an eyeful, try asking Google to search 
for “free hacker tools.”

Granted, all 55 million+ hits aren’t necessarily to the actual tools, but more than 
enough of them are to spread some serious mischief. The number also continues to 
grow. When we first published this book in 2007, this same search turned up only 
20 million free hacker tool results.

Learning about these tools is important, but so is the way that you learn. Try-
ing them out in a supervised lab or computer class is fine, but don’t be tempted to 
test them out on the Internet on your own. Remember, hacking into a computer is 
against the law. 

It can also be dangerous. Before taking a hacker tool from the Internet, ask your-
self, “Can I trust hacker tools?” Really think about it. It could be a tool that really 
allows you to open a backdoor into someone else’s system. Or, it could be a tool 
that conveniently opens a backdoor into your system. Maybe even both. And if it 
does compromise your system instead of someone else’s, who exactly would you 
complain to?
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4.3.1 Scanning Tools
Scanning tools are used by white hats to test system security. A good scanning tool 
will scan an Internet-connected computer for a wide range of security vulnerabili-
ties. It might use “port knocking” to see whether your computer’s Internet connec-
tion points are well guarded. It will also check which operating system you’re run-
ning and look to see whether you’ve applied patches to the known security holes in 
that system. And, of course, it will give your firewall a workout, testing that your 
machine is protected from a wide variety of outside attacks. 

White hats aren’t the only people who can make use of scanning tools. To scan 
your own system, try Shields UP, a free scanning tool available from Gibson Re-
search Company at www.grc.com. Also have a look at the many other scanning 
tools that GRC provides.

4.3.2 Password Cracking 
Password crackers are among the most common and elementary tools in the hacker 
toolkit. These have been around for some time and are fairly effective at “guess-
ing” most users’ passwords, at least in part because most users do a very poor job 
of selecting secure passwords.

The first step to password cracking is of-
ten simple guesswork. This is made easy by 
social engineering. Hackers know that most 
users select simple passwords that are easy to 
remember. The top choices are nearly always 
names that are personally meaningful to the 

user—first names of immediate family members lead the list, followed by pet’s 
names and favorite sporting teams. Password crackers may end up loading full 
English (and often Spanish) dictionaries, but they can hit a fair number of pass-
words with the contents of any popular baby name book. Other poor password 
selections include common numbers and numbers that follow a common format 
such as phone numbers and social security numbers. 

Compounding the problem, many users set the same user name and password for 
all accounts, allowing hackers to have a field day with a single harvested password. 

Forgot Your Password?

Join the club. So have 8 out of 10 
computer users! 
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That’s something to consider before you use the same password for Facebook as 
you use at school or at work. 

Many users also make NO effort whatsoever to create useful passwords. In 
Decem ber 2009, the website RockYou was attacked and the passwords of 32 mil-
lion account holders exposed. In the attack aftermath, data security firm Imperva 
analyzed those passwords. As is the case with most accounts that don’t ban it, the 
word “password” was one of the most popular passwords. Also not surprisingly, 
a good number of users set the password for the RockYou site to “rockyou”. Still, 
it was the numeric passwords that were especially lame. Half of the top 10 pass-
words were created by users who were either huge fans of Sesame Street’s Count 
or insanely proud of having learned to count themselves. Those passwords? 12345, 
123456, 1234567, 12345678, and 123456789. Other users in the top 10 appar-
ently had prior experience with sites requiring numbers and letters. They set their 
password to “123abc” or “abc123”. We’ve mentioned before that many computer 
criminals aren’t all that bright. With passwords like this, they don’t need to be. 

The key to creating a good password is to create something that someone cannot 
guess or easily crack. Using your pet’s name therefore is not a good technique. 
Using your login name is also a bad technique because someone who knows your 
login (or your name, since many login names are simply variations on your sur-
name), could easily break into your system. 

You also want a password that isn’t easily cracked by the hacker tools. Automated 
password cracking tools have been around for decades now. These tools look for 
common names, words, and combined words. Therefore, one of the best methods 
is to use non-words with special characters to create a password. Many applica-
tions require seven or eight characters. To create an ideal password, make sure 
it contains at least 7 characters, use both numbers and letters, throw in at least 
one capital letter (since most passwords are case-sensitive), and include a special 
symbol like *, $, or #. For the letter portion, you can combine words that mean 
something to you but would be difficult to crack. For example, Linda’s house is 
number 18, her pet’s name is Flash, and she loves to look at the stars at night. So 
a good password for her to remember (but a hard one for hackers to crack) would 
be Flash18*. Don’t be lazy and get stuck in the habit of using weak passwords. 
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Another important rule is NOT to use the same password for multiple accounts. 
For heavy computer users, this is a hard rule to follow.

Good passwords These are non-words created by combining things you can remem-
ber, such as your pet’s name, your street address, and a symbol. 

Since the major problem with setting passwords is users’ inability to remember 
secure passwords, it is unlikely that this problem will abate until passwords are 
replaced with easier forms of technology such as biometrics. Biometrics is the use 
of secure biological data for identification. Common biometric systems use fin-
gerprints, voice recognition, and retinal (eye) scans. The great advantage to these 
systems is that users can’t forget them, it’s nearly impossible to accidentally (or de-
liberately) pass them onto another person, and they’re incredibly difficult to fake.

Biometrics The use of biological data, like fingerprints or retinal scans, for 
identification.

4.3.3 Rootkit
The ultimate goal for a hacker is to own total control of your system without your 
knowledge. A rootkit is a type of malicious code that can make that happen. Spe-
cifically, a rootkit is a collection of tools that a hacker uses to do two things:

 1. Gain full access to a compromised computer or computer network

 2. Hide the fact that the machine or network has been compromised

The first rootkits were created in the early 1990s. Since then, they’ve become very 
sophisticated. Today’s rootkits open new backdoors for further access, collect user 
names and passwords, install and monitor keyboard loggers, and even attack other 
machines or networks. Rootkits even alter log files (to hide the fact that they’ve 
been compromised) and disable security software. Using these tools, rootkits can 
run in a way that they are fully trusted. They can hide from other software run-
ning on the system. And, they can escape detection by the programs used to moni-
tor system behavior.

Rootkit A collection of tools that allows a hacker to gain full access to a vulnerable 
computer and hide his or her tracks.
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So how does a rootkit arrive? The most common route is through an open security 
hole (like an unpatched operating system vulnerability) that allows the hacker to 
break into the target machine in the first place. Rootkits can also arrive via worms.

Some pretty serious computer attacks have been accomplished using rootkits. 
At one point, officials at the University of Connecticut had to admit that they’d 
discovered a rootkit that had been installed—and run undetected—on one of their 
servers for a year. The “rooted” server had contained personal information on a 
large number of students, staff, and faculty. While there was no evidence that the 
intrusion had resulted in specific thefts of identity, this left the University in the 
unenviable position of notifying 72,000 people that their names, social security 
numbers, birth dates, and telephone numbers might have been stolen. As Mark 
Russinovich, co-founder of the security tools site www.Sysinternals.com, told 
eWeek, “My guess is that there have been other discoveries in other places but we 
just haven’t heard about this.” 

Server A computer that “serves” other systems by providing high-speed access to  
specific types of data, like personal files or email accounts.

No doubt other servers have been hit just as hard, as have home computers. Root 
kits are a type of malware that many Internet security packages don’t routinely 
check for. Luckily, there are easily accessible free tools that will do so. Sysinternals, 
which was acquired by Microsoft in 2006, still operates a website that provides a 
variety of free security tools, including a RootkitRevealer. In fact, the entire set of 
Russinovich’s Sysinternals tools—including RootkitRevealer—have been combined 
into the Microsoft Sysinternals Suite available for free download from the Micro-
soft TechNet page (http://technet.microsoft.com/en-us/sysinternals/).

Rootkit WOWs Startled User

While rootkits are often used for financial identity theft, sometimes the thievery is 
virtual. Consider this actual entry from the World of Warcraft forum:

0. Keylogger and Rootkit.TDSS help   12/16/2009 07:20:15 AM PST

My story goes like this. I let my WoW subscription freeze on November 16th 2009, and 
on December 13th 2009 I decided to come back and renew it. However, when I checked my 
account status it had already been renewed that very morning with an unknown credit 
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card. I logged into the game and found that my 80 warrior had been server transferred 
and stripped of all his gear. I got subsequently banned because the hacker had 
participated in illegal activity using my account. 

I eventually changed my password, ran a few antivirus, and removed whatever malware I 
could find. I got the ban lifted, and started playing again yesterday. I tried to log 
in this morning and found that the password had been changed and my characters tampered 
with again. I’ve changed my password again using a different computer than the one I 
play on. 

I suspect that I didn’t catch the keylogger the first time around. I ran a few more 
scans with different programs and found that I have a Rootkit.TDSS infection and Trojan.
Agent infection....

4.4 Calling White Hats!
With recent increases in computer crimes, and the decisions by law enforcement 
to treat computer crimes more seriously, there’s come a growing shortage of white 
hats. Since supply and demand determine price, salaries are on the rise as well. 
According to a 2008 SANS Institute survey, over 98% of computer security profes-
sionals earn over $40,000 a year. A full 38% earn over $100,000 a year. 

Even better is the outlook for employment. Even heading into the Great Recession 
in late 2008, as companies across the country began layoffs, 79% made plans to 
spare computer security personnel. The war on terror has also increased govern-
ment need for security experts. In September 2009, Janet Napolitano, Secretary 
of the Department of Homeland Security, announced that DHS would hire 1,000 
cybersecurity professionals by 2012.

There’s a lot to say for being a white hat. In addition to great employment options 
and salaries, there’s the bonus of knowing that you’re helping to 

make the Internet a better and safer place.

If you’re considering a career in computer security, 
look for colleges and universities that offer com-
puter security as part of the computer science cur-
riculum. Purdue University in Indiana, in particu-
lar, has had some famous white hats graduate from 
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its program. But they’re hardly the only option. If funding’s an issue (and truth-
fully, when isn’t it?!), you might also consider looking into the scholarships offered 
by the National Security Agency (NSA). 

To learn more about careers in computer security, ethical hacking, and security 
tools, have a look at some of these security sites: 

	 •	 http://securityfocus.com/ SecurityFocus is an independent site, not affili-
ated with any specific security product, that provides extensive up-to-date 
information about computer security to meet the needs of computer users and 
information technology professionals. 

	 •	 http://searchsecurity.techtarget.com/ SearchSecurity.com is a full-service 
site aimed at computer security professionals. This site provides a security-
specific search engine, daily security news, sign-up options for security-related 
email newsletters, and over a thousand links to other security sites. 
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	 •	 http://www.sans.org/ SANS.org is the official site of the SANS (SysAdmin, 
Audit, Network, Security) Institute, a world leader in computer security train-
ing. SANS provides many free resources, including weekly digests of security 
risks (@RISK) and general security news (NewsBites), as well as over 1,000 
technical papers on computer security.

	 •	 http://www.cerias.purdue.edu/ CERIAS is the Center for Education and  
Research in Information Assurance and Security. The CERIAS website pro-
vides a wide range of information related to computer security issues. 
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